
Model-based system engineering for safety analysis of 

complex systems 

  

MBSAW’12  Nataliya YAKYMETS,  Hadi JABER,  Agnès LANUSSE 

 CEA, LIST, Laboratory of Model-Driven Engineering for Embedded Systems  

|  PAGE 1 CEA | 31 Août 2012 

 

11  Septembre 2012 



©
 C

E
A

 L
IS

T
 2

0
1
2

 
Motivation  

■2 

Classical SA techniques: Fault trees, FMEA, etc… 

Performed mostly manually 

Time consuming, costly, high probability of errors… 

Little tool support 

No strong links between system engineering and SA 

 

Achieved results in formal approaches 

Industrial toolsets (Isograph, Item, Relex, etc) : well-elaborated but costly 

Academic tools (FSAP-NUSMV,  ARC/AltaRica, etc) : gap in graphical representation of SA 

information 

 

Goals 

To provide a support for SA engineers by integrating SA techniques into model-driven engineering 

To leverage features of UML/SysML to develop a toolset for model checking and fault tree 

generation 
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SA integrated development flow   
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Preliminary 

System Safety 

Assessment 

System Design 

& Optimization 

SW/HW Module  

Design & 

Optimization 

Preliminary 

Module Safety 

Assessment 

System 

Acceptance & 

Maintenance 

System 

Integration & 

Test 

Module 

Integration & 

Test 

System Concept 

& Requirements Hazard Analysis 
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failure conditions 

•Functional HA 

•Preliminary HA 

•Failure analysis 

•Risk analysis 

 

Evaluate   

architecture & 

derive safety  
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• Classical SA  
           updated HA 

           qualitative FTA 

• Simulation 
           stochastic behavior 

           event/fault injection 

• Formal methods 

         model checking 

           theorem proving 

•  Structural                          

redundancy 

 

Evaluate architecture according to safety requirements 

 

•     Qualitative & quantitative FTA, FMEA/FMECA/FMES,   

       simulation, formal methods, mitigation techniques  

Safety 

Assessment 

System 

Development 

SA  

Methods 

SOPHIA PHA [1] 

[1] Cancila, D.; Terrier, F.; Belmonte, F.; Dubois, H.; Espinoza, H.; Gérard, S. & Cucurru, A. SOPHIA: a Modeling Language for Model-Based Safety Engineering 2nd Int.l Workshop On Model Based Architecting And 

Construction Of Embedded Systems, 2009, 11-26; 

[2] H. Jaber, Analyse de sûreté à partir de modèles de systèmes, M.Sc. Thesis,  CEA 
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■5 

SysML 
Overview 

Engineers are finding that they can 

save significant time by modeling their 

system before building a physical 

prototype 
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■6 

SysML 
Overview 

Failure Behavior 

Engineers are finding that they can 

save significant time by modeling their 

system before building a physical 

prototype 

 

 

Why SysML ? 
P. David, V. Idasiak & F.Kratz (2009a). Use and improvements of SysML in reliability study. Proc. of the 

55th Annual Reliability and Maintainability Symposium, RAMS 2009, Fort Worth, Texas, USA, Jan. 2009 

General-purpose modeling language 

Semantics are flexible and expressive 

Global overview of architecture 

Combines HW & SW 

Integrated requirements and life cycle traceability 

support 

SCADE integrates system view with SysML 
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■7 

SysML Benefits for SA 
 

J. D. Andrews and J. J. Henry, “A computerized fault tree 

construction methodology,” in Proc. of the Institution of 

Mechanical Engineers, 1997; 211(E), pp. 171–183 

SA Tools? 
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■8 

Tool overview   
Comparison 

Tool 

Safety Analysis 

NuSMV [1] ARC, 

AltaRica [2] 

KB3 Figaro XFTA [3] HIP-

HOPS 

[4] 

Safety 

Architect 

[5]  

Isograph tools Item Tools Relex 

Tools 

Open source           Partners, 

MAENAD 

project 

Partners, 

BUILD-IT- 

Safe project  

30 days 30 days 30 days 

Hazard Analysis   Failure 

analysis 
   Risk analysis   Risk analysis  

FT generation                 

FTA & optimization               

Event ordering analysis              

Model checking BDD/SAT, 

Plain,  

CTL, LTL, PSL 

BDD/SAT,  

Plain, 

μ-calculus, 

CTL* 

FMEA/FMECA/FMEDA FMEA FMEA FMEA FMECA 
  FMEA FMECA 

Common Cause Analysis           

[1] A. Cimatti et al. NuSMV2: An OpenSource Tool for Symbolic Model Checking. CAV’2002, Copenhagen, Denmark, July 27-31, 2002 

[2] A. Rauzy. Modes automata and their compilation into fault trees. Reliability Engineering and System Safety, 78 :1–12, 2002 

[3] http://www.lix.polytechnique.fr/~rauzy/xfta/xfta.htm 

[4] Y. Papadopoulos et al. Engineering Failure Analysis & Design Optimisation with HiP-HOPS, Journal of Engineering Failure Analysis, 2011 

[5] F. Vallée  SAFETY ARCHITECT© : un outil d’AMDE compatible avec les concepts et outils d’Ingénierie des Systèmes Complexes,MBSAW’11 
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System Modelling Environment for SA 

Perspectives 

■9 

Establishing strong links 

and collaboration 

between different 

communities 

System 
Modeling 

Safety 
Experts 

Formal 
Methods 

Benefits 

Integrate safety analysis 

techniques  into system modeling 

environment 

 

Make available different tools 

for representing both qualitative 

and quantitative analysis 

MBSAW’2012, 11 – 12 Septembre  2012, Bordeaux, France 



©
 C

E
A

 L
IS

T
 2

0
1
2

 

CONTENTS 

Motivation 

Model Based Systems Engineering & Safety Analysis 

Safety Analysis Toolset 

Example 

Conclusion & Further work 

■10 MBSAW’2012, 11 – 12 Septembre  2012, Bordeaux, France 



©
 C

E
A

 L
IS

T
 2

0
1
2

 
System Modelling Environment for SA 

■11 

SysML 
Modeling 
Support 

  

FSAP/NuSMV 

Safety 
Architect  

HIP-HOPS 

AltaRica 
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SysML 2 

NuSMV 

SysML 2  

Safety 
Architect    

SysML 
(EAST-
ADL) 2 

Hip-Hops 

SysML 2 
AltaRica 

System Modelling Environment for SA 

Possible tool flows 

■12 

ARC 

Aralia2 

Open-
PSA 

XFTA 

Simfia 

Cecilia-
OCAS 

HIP-
HOPS 

FSAP/
NuSM

V 

Hip-Hops  

Model 

Isograph 

FaultTree+ 

NuSMV 

Traces 2 

OpenPSA 
Fault Tree 

XFTA 
XFTA 

SysML 

    Profiles 

Profiles 

Different views of safety perspectives in a 

system 
Bernardi, S.; Merseguer, J. & Petriu, D. A dependability profile within MARTE Software and 

Systems Modeling, Springer Berlin / Heidelberg, 2011, 10, 313-336 

 

Different language support 
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■13 

Model Annotation with Failure Behaviour 
Methods 

Profiles (EAST-ADL, etc) 

Analytical way (Safety Architect, HIP-HOPS) 

System modeling diagrams (State Machine SysML diagrams, comments, etc) 
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■14 

Model Annotation with Failure Behaviour 
Methods 

Profiles (EAST-ADL, etc) 

Analytical way (Safety Architect, HIP-HOPS) 

System modeling diagrams (State Machine SysML diagrams, comments, etc) 
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■15 

Model Transformation 
Methodology 

SysML Model 
Target Language  

Model  

Target Language  

Code 

SysML Metamodel 
Target Language 

Metamodel  

Target Language  

Grammar 

Conforms to Conforms to Conforms to 

Model to Model 

Transformation 

Model to Text 

Transformation 
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■17 

SysML2AltaRica converter plug-in 
Interface 
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■18 

SysML2NuSMV converter plug-in 
Interface 
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■20 

No train 

G1 excites Relay core, which in turn attracts the Contact, so that Signal Circuit for Green light is closed (Green light is 

on, Red light is off) 
 

Train arrives 

Track Circuit is short-cut through the Train Axle. Therefore, the Relay is not excited, and Red light is on while Green light 

is off  

 

 

Example 
Train Detection System 

J. D. Andrews and J. J. Henry, “A computerized fault tree 

construction methodology,” in Proc. of the Institution of 

Mechanical Engineers, 1997; 211(E), pp. 171–183 
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■21 

Train Detection System 
Block Diagram 

Block annotation  

 

Block output deviations 
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■22 

Train Detection System 
Internal Block Diagram 

Block interconnections 

Propagation of faults through the system  
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■23 

Train Detection System 
State Machines Diagrams 

Each block has an associated State Machine Diagram 

Annotation of the failure modes for each block 

 

Failure States  
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■24 

Train Detection System 
NuSMV Input Model 
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■25 

Train Detection System 
NuSMV Results 

*.smv 

Statistics 
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Train Detection System 
NuSMV Results 

*.smv 

Statistics 
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■27 

Train Detection System 
ARC Results 

Fault tree in  

Open PSA format 
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Conclusion  

■29 

System Modelling Environment for Safety Analysis 

The use of UML/SysML and Papyrus platform for further model checking and fault tree generation 

Graphical and accessible language  

Modelling of system architecture, behaviour and failure logic 

 

The support of two transformation methods and associated SA flows based on ARC(AltaRica) and 

NuSMV 

 

Fault tree generation, optimization and analysis 

 

Graphical representation of failure data using State Machine Diagrams 
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Further Work  

■30 

Integrate different SA tools, plug-ins, profiles and libraries  

 

FMEA generation and analysis 

 

Develop SA profiles for SysML models 

Reflect the results of quantitative and qualitative safety analysis in SysML models 

Graphical representation of Fault Trees 

Distinguish failure modes in State Machines  
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